ABSTRACT Currently, few works focus on the reliability of the blockchain architecture at the circuit level, which makes its security and privacy vulnerable to hardware errors. To mitigate the hazard, through an iterative probabilistic transfer matrix model coded by a binary-decimal mechanism, a reliability-based evaluation method for the importance of circuit units is proposed in this paper. First, the method calculates the output reliabilities in any leads by the iterative probabilistic transfer matrix model and obtains the reliability gradient for the circuit units based on the gradient and barrel theory. Second, it sorts the importance of the circuit units based on their obtained reliability gradients. Third, combining the sensitized path coverage rate and the sequence comparison, the method constructs an importance-based sorting algorithm for the circuit units with the same reliability gradients. Finally, it reinforces the importance circuit units based on the sorting results to improve the security and privacy for the blockchain architecture at the hardware level. Theoretical analysis and experimental results indicate that the proposed method can be applied to measure the importance of circuit units at several abstract levels, with high precision and small time-space complexity, and systems can thus achieve a great reliability improvement at a small cost.
I. INTRODUCTION
The blockchain is the core mechanism for Bitcoin [1] , and its purpose is to solve the credit problems of both sides of the transaction in a decentralized environment, which can greatly improve transaction efficiency and reduce costs [2] since it allows payment to be finished without any banks or intermediaries. Additionally, a blockchain can be applied in other fields, including smart contracts, public services, reputation systems and security services. Therefore, it can be said that the blockchain will occupy an increasingly important position in people's daily lives, and its architecture reliability will directly affect people's property security [3] . Where, architecture reliability is defined as the fault-tolerant probability of the architecture.
Currently, research on the reliability of blockchain architectures is mainly focused on the software level [4] . For example, [5] proposed a novel integrated factor communication tree algorithm to improve the efficiency and reliability of blockchain communication. Reference [6] demonstrated that an attacker's access to extra computational power could disrupt the honest mining operation in a blockchain cloud and provided some preventive measures. In fact, with the progress of technology, hardware attacks have developed into one of the most important types of hacking methods, which seriously threatens the reliability of blockchain architectures [7] . Therefore, it is necessary to strengthen the reliability of blockchain architectures at the hardware level to ensure the security and privacy of blockchains.
Currently, the mainstream of hardware development is intellectualization and miniaturization, which prompts us to improve the reliability of blockchain architectures at the circuit level so that they can achieve a great improvement at a small cost. However, when the device feature sizes sharply decrease, the manufacturing process becomes more complex, inevitably introducing more defects, which causes the circuit reliability to face the threat of functional faults and the challenge of parametric faults [7] , [8] ; traditional methods with coarse-grained and highly reliable design cannot satisfy the chip miniaturization requirement [9] . Therefore, in recent years, increasing numbers of researchers in industrial and academic circles are attempting to find highly reliable circuit design methods with fine granularity to alleviate the current plight [10] - [12] .
The key to designing highly reliable circuits based on fine-grained methods is to accurately position the reliabilitysensitive circuit units, which requires accurately evaluating the reliability gradient of each circuit unit and can reflect the importance of each circuit unit based on reliability in the circuit structure. However, only a few circuit units tend to be considered in engineering practice. Because many factors must be balanced in that condition, the common practice is to select the circuit units with the largest effect on reliability to reinforce [9] , [12] . To improve the reinforcement effect, it is necessary to study an importance measurement method to sort the important circuit units based on reliability, where the important circuit units have a large effect on the circuit reliability.
Currently, the methods used to measure reliability-based important circuit units are mainly concentrated in the field of reliability testing [13] , [14] . In the early stages of circuit design, to measure the importance of circuit units, the common practice is as follows. First, insert a fault point into the netlist and set different fault probabilities. Second, analyze the changes of the circuit reliability for different inputs and identify the result as an important value for the circuit unit marked in the first step. However, this approach requires exponential time consumption to simulate circuit faults and input vectors and lacks the capacity for dynamic assessment, which makes it fail to measure the importance of circuit units in the design process. In addition, the method does not provide a more efficient quantization strategy for the circuit units with the same test results, which is not conducive to achieving the goal of a highly reliable circuit design based on a fine-grained strategy. In the chip-manufacturing stage, the common practice is as follows. First, use some additional hardware device, such as an active probe, metal clip or dedicated circuit board, to inject faults into the target chip by pins; second, collect the failure data to analyze the chip reliability under different stress conditions. The method can simulate actual hardware faults, but it normally requires an additional hardware device and fault injectors, which easily introduce new faults to the target chip and become difficult or even impossible to design for the current high-complexity, highspeed chips. Therefore, locating the important circuit units in the early stage of circuit design will help to identify the weaknesses of the hardware system in time so that they can be reinforced, which helps the blockchains run on reliable hardware.
However, three issues must be addressed to measure the importance of circuit units in the early stages of circuit design: (1) the time-space complexity, as excessive computational complexity will reduce the practicability of the method; (2) the dynamic measurement of the importance of circuit units, which is helpful for timely decision-making; and (3) the measurement accuracy, which is beneficial to correct decision-making. In response to these requests, we have found that the iterative probabilistic transfer matrix model with hybrid coding (EPTM) [15] can accurately evaluate the circuit reliability, that its time-space complexity increases linearly with the number of circuit units and that it can be used to calculate the output reliabilities in any leads. Therefore, the EPTM model is selected as a platform to study the importance measurement of circuit units. In addition, the analysis found that the circuit units with the same reliability gradient had identical effects in improving the weakness of circuits, but they had different effects on the reliabilities of the other circuit units because of the difference in sensitized path coverage. Therefore, the importance of the circuit units with the same reliability gradients must be further analyzed to improve the calculation precision. The sensitized path coverage rate of the circuit unit is the ratio between the number of circuit units covered by the accessible paths from the circuit unit to the primary outputs and the number of all circuit units.
In summary, to improve the reliability of blockchain architectures using the fine-grained strategy, this study will expand on the following steps. First, use the calculation properties of the EPTM model to extract the output reliabilities in any leads. Second, calculate the reliability gradient of the circuit units using gradient and barrel theories to satisfy the requirement of dynamic measurement. Third, construct an importance measurement method for the circuit units with the same reliability gradients using the information of their sensitized path coverage rate to further improve its accuracy. Fourth, sort the circuit units based on their importance using the sequence comparison. Finally, demonstrate the effectiveness of the proposed method using the Monte Carlo method.
This rest of the paper is organized as follows. Section 2 proposes an importance measurement method for circuit units. The experimental results on circuits are analyzed and discussed in Section 3. Section 4 presents the study's conclusions.
II. IMPORTANCE MEASUREMENT METHOD FOR CIRCUIT UNITS
To satisfy the requirement of dynamic measurement with high accuracy and low time-space complexity and to improve the reliability of blockchain architectures, we mainly conduct three works: first, a dynamic reliability evaluation method with high accuracy and low computational complexity; second, an effective quantification model for the importance of circuit units with high accuracy; and third, an effective algorithm that can dynamically measure the importance of circuit units.
A. EPTM MODEL
The EPTM model realizes a blocking treatment to the concurrent signals in fan-out by hybrid coding, and it solves VOLUME 6, 2018 the problem of the excessive time-space complexity in the traditional PTM model [16] using an iterative calculation strategy. Its steps are expressed as follows. First, initialize the primary input signals and circuit units using the hybrid coding strategy. Second, construct the input vectors and input reliability matrixes for circuit units using a virtual method with a weak equivalence principle. Third, perform the matrix multiplication of the input reliability matrix by the probabilistic transfer matrix of the corresponding circuit unit. Finally, obtain the output reliability of the circuit unit by multiplying its input vector with the above-obtained result. The computational process is shown in Fig. 1 . An illegal element is an element that consists of binary coding and decimal coding and includes the illegal code segment ''11'' in its binary coding; the binary codings of the elements perform the bitwise-or operation, and their decimal codings perform the multiplication operation; PISs are the primary input signals; g is a circuit unit; RPM and RIM are the input reliability matrix and ideal input matrix of g, respectively; PID and POD are the input vector and output vector for g, respectively; RB and RC are the output reliability of g and the circuit reliability, respectively; PO is the primary output.
All the above operations are performed on elements with identical coding. The operations of the binary coding are mainly used to guide the operations of the corresponding decimal coding, and the binary coding is used to judge the legality of the corresponding decimal coding. The above operations mainly involve two-sided contents: code the primary input signals and circuit units with binary-decimal coding, and perform the operations between the elements with a different type of coding.
1) HYBRID CODING
The four available states for each primary input signal can be completely exhibited by a 2-bit binary coding as follows: 00 is a non-signal input; 01 and 10 are the normal signal inputs; 11 is an illegal signal. For a circuit with m primary inputs, the length of its binary coding is 2m in accordance with the order from low-bit to high-bit. The decimal coding is the probability of the input state. For example, supposing a circuit with m primary inputs, its initializations are shown in Fig. 2 and Fig. 3 when the fault probability of its ith input signal is ps i , and the fault probability of its jth circuit unit, denoted as NAND-2, is p j .
2) NUMERICAL CALCULATION
As the basic computing unit, the circuit units mainly involve multiplication, which includes the multiplications of the binary coding and decimal coding. For the elements of (Eb 1 , Ed 1 ) and (Eb 1 , Ed 1 ), the multiplication relationship between them can be expressed as Equation (1), where Eb i and Ed i are the binary coding and decimal coding of the ith element, respectively.
B. QUANTITATIVE IMPORTANCE FOR CIRCUIT UNITS
To quantify the importance of the circuit units by the results obtained from section II.A, the following three works need to be further studied. First, construct a quantization model for the reliability gradient of the circuit units associated with their topological locations. Second, propose a self-adaptive and effective algorithm to calculate the sensitized path coverage rate of the circuit units. Third, provide a reasonable measurement method to sort the importance of circuit units.
1) RELIABILITY GRADIENT FOR CIRCUIT UNITS
The reliability gradient (denoted as ε) reflects the effect of circuit units on the circuit structure reliability [17] , [18] . The following two goals need to be achieved in its quantification. First, the calculation needs to be able to be performed in circuit design. Second, the stability of the results needs to be guaranteed for comparison purposes. The analysis found that ε is related to the reliability increment of the circuit unit (denoted as UR) and directly affected by the input reliability of the circuit unit (denoted as URI). Because the EPTM model can be used to calculate the output reliability of the modules between the primary inputs and any leads [15] , the UR of a circuit unit can be obtained by subtracting the output reliability of its pre-stage lead URI from the reliability of its post-stage lead URO. UR reflects the effect of the circuit topological structure and the topological location of the circuit unit on the calculated result, and it does not change with extended sensitized paths. Therefore, the requested ε can be obtained by Equation (2) based on the gradient theory [18] .
However, the representative circuit units in severalabstract-level circuits tend to have input-output relations (as shown in Fig. 4) , i.e., a circuit unit is usually in multiple sensitized paths, so all εs for different sensitized paths should be calculated according to the gradient theory. Because the reliability of a circuit is determined by its weak units, ε for the circuit in Fig. 4 is considered equal to the minimum of all εs according to the barrel theory. Therefore, Equation (2) can be rewritten as Equation (3) to satisfy the requirement of calculating the ε of the circuit unit presented in Fig. 4 , where
Equation (3) reflects the increment effect of the circuit unit to the circuit structure reliability by UR. It also reflects the base effect of the circuit unit on its sensitized paths by URI and meets the requirements, the stability of the results and the dynamic of the process, for the calculation of ε. Therefore, it is reasonable to measure ε using Equation (3) .
What is the relationship between ε for a circuit unit and its importance ordering? The analysis found the correspondence between the output reliability trend in any leads and the corresponding ε tread, as shown in Fig. 5 . Evidently, there is a negative slope between the different Rs corresponding to the pre-stage lead and the post-stage lead for a circuit unit. In addition, a greater reliability fluctuation corresponds to a smaller slope, which corresponds to the negative ε of the circuit unit. A larger reliability gradient caused by the circuit unit corresponds to a smaller ε (as shown by the real circles in Fig. 5 ). Therefore, according to the gradient and barrel theories, ε can be used to measure the importance of circuit units, and the importance ordering of the circuit units is in contrast to ε. However, it is inevitable to encounter circuit units with identical ε (as shown by the square circles in Fig. 5 ). The analysis found that they exhibited identical weakness but had different effects on the other circuit units. Thus, this paper further measures the importance of circuit units with the same ε.
2) SENSITIZED PATH COVERAGE RATE FOR CIRCUIT UNITS
The sensitized path coverage rate β for the circuit units reflects the effective coverage of a circuit unit to its post-stage circuit units. A larger β implies that more circuit units are covered. It is a key measure to improve the precision of the importance measurement of circuit units by sorting βs for the circuit units with the same ε. The analysis found that a circuit unit could generally reach more circuit units when it is in the smaller layer and has a larger outdegree (outdegree is defined as the number of interconnects starting at a node that is treated as a vertex), which makes it have a larger impact on the other circuit units and usually have a greater β. Therefore, the circuit unit with larger β is more important. Considering the requirements of the computational accuracy and time-space complexity, this paper proposes a self-adaptive calculation method to estimate β for the circuit units using Equations (4) and (5).
where l i is the circuit layer number of the circuit unit g; l n is the maximum layer number of the circuit; w j is the sum of the outdegrees of the circuit units in the jth layer that can be reached from g; w is the maximum width of the circuit; k ∈ {0, 1 . . . , n − i}; λ k is a weighting to satisfy the requirement of β ∈ [0, 1]; and k is the iterative termination condition and provided by Fig. 6 and algorithm 1. Because the role of β is to differentiate the importance of circuit units with the same ε, we only provide a method to sort βs and do not strictly solve them, which does not affect the accuracy of the final results and can reduce the computational complexity. On this basis, this paper uses a mean strategy to calculate λ k .
Algorithm 1 Solving for k
Input: circuit units with the same ε Output: k and an ordered sequence for the circuit units with identical ε 1. Obtain the circuit units with identical ε and extract their layer number, outdegree and basic information. 2. Calculate βs of the circuit units using Equations (4) . Considering that the calculated results are stored in the memory created in step1, the space complexity of step 2 is expressed as 0. In step 3, the worst case is k = 0, then a sorting operation should be performed and the time complexity is approximately O(N 2 /4), and no new memory is created in this step. In step 4, the worst case is that the calculation lasts until the last layer of the circuit, and the results are stored in the memory created in step 1. 
3) IMPORTANCE OF CIRCUIT UNITS
Through the above analysis, it can be found that the weak circuit units in reliability can be found based on ε. If they are reinforced, the reliability of blockchain architectures will obviously improve. The specific process is as follows. First, sort the importance of the circuit units in order from large to small according to the corresponding εs. Second, propose a method to accurately estimate the importance of the circuit units by ε and β, where the basis is that the circuit units with larger β can have a greater effect on the circuit reliability than the others for the circuit units with the same ε.
Considering the hierarchy of this method and the result ordering, it is reasonable to measure the importance of circuit units using the sequence comparative method. The main steps are performed as follows. First, initialize the ordered pair <g, ε, β>, which indicates the information of the circuit unit and its importance. Second, sort <g, ε, β> by ε from small to large. Third, extract <g, ε, β> with the same ε, calculate β, sort <g, ε, β> again by β in order from large to small, and put the results into the corresponding locations. Finally, extract gs in order. The obtained results are the importance ordering of the circuit units for the circuit.
It is generally assumed in engineering that the simultaneous failure of approximately 5 -10% of important circuit units will result in the system running badly and even breakdown. Thus, there are no excess circuit units to be focused on, which means that there is a high requirement on the accuracy of the method for measuring the importance of circuit units. Further analysis found that, besides locating the important circuit units, the method could also be used to locate the circuit units with high reliability-tolerance to reduce the manufacturing cost. Unlike the important circuit units, they generally have large ε (as shown by the virtual circles in Fig. 5 ).
C. MEASUREMENT ALGORITHM FOR THE IMPORTANCE OF CIRCUIT UNITS
To dynamically measure the importance of circuit units based on the proposed method, the following steps are performed layer by layer for the given circuit. First, calculate the output reliability for the circuit units using the method presented in section II.A. Second, calculate the ε of the corresponding circuit units using the method presented in section II.B.A until the circuit primary outputs are reached. Third, calculate β for the circuit units with the same ε using the method presented in section II.B.B. Finally, sort the importance of the circuit units using the sequence comparative method presented in section II.B.C.
In algorithm 2, step 1 initializes and stores the relevant parameters in units of basic gates during netlist parsing, so the time-space complexity of step 1 can be approximately O(N ). In step 2, although there are matrix operations,
Algorithm 2 The Importance Measurement of Circuit Units
Input: circuit netlist Output: an importance-based ordered sequence for the circuit units 1. Parse the circuit netlist and initialize the relevant parameters. 1) Layer the circuit using the method in [19] and extract the relevant parameters. Extract the numbers of primary inputs, primary outputs and circuit units and the maximum width for the circuit, which are denoted as pn, pm, N and w, respectively; identify the layer for the circuit by number, denoted as l i (i = 0, 1, . . . , c), and initialize the circuit units by ordered pair, expressed as <g j , 0, 0> (j = 1, 2, . . . , N ). 2) Code the primary input signals and circuit units using the method presented in section II.A. 2. Calculate the output reliability of the circuit unit g k in the l i th level and provide its ordered pair <g k , ε k , 0>. 1) Construct the input reliability matrix and ideal input matrix for each input of g k using the method in section II.A and calculate its input probability distribution, input reliability matrix and ideal input matrix. 2) Check the legality of the results obtained from step (2.1), remove the illegal elements based on the computational rules in section II.A, and maintain their order. 3) Calculate the output reliability and output probability distribution of g k using the method in section II.A. 4) Calculate ε k of g k using Equation (3) and update <g k , 0, 0> with <g k , ε k , 0>. 3. Output the ordered sequence of the circuit units according to their importance. 1) Sort <g, ε, 0> by ε from small to large. 2) Sort <g, ε, 0> with the same ε using Algorithm 1 and put the results into the locations created in step (3.1). 3) Obtain g from the ordered pairs, which are updated in step (3.2), and construct an importance-based ordered sequence for the circuit units according to people's requirement. Fig. 7 is an application example for the proposed algorithm 2. For convenience and without loss of generality, this paper assumes that the primary input signals are in the ideal state and obey the uniform distribution. Unless otherwise stated, all circuit units have identical fault probability p. When p = 0.01, the output reliability treads for the representative sensitized paths in Fig. 7 (such as route A: g 4 → g 6 ; route B: g 1 → g 3 → g 4 → g 6 ; route C: g 1 → g 7 ) were provided using Algorithm 2, and the comparable ε for each circuit unit was also provided; the results are shown in Fig. 8 , where R-out refers to the output reliability for the circuit unit. Fig. 8 shows that the weak circuit units can be pinpointed by ε, such as g 4 and g 5 , but it cannot further provide the importance ordering of the circuit units with the same ε, such as g 1 and g 2 , g 4 and g 5 . Using the strategy in step 3 of Algorithm 2, we find that the importance of g 1 is larger than that of g 2 in Fig. 7 and that the importance of g 4 is equal to that of g 5 because they are perfectly symmetric. The results were also verified by the experiment shown in Fig. 10 .
III. EXPERIMENTAL EVALUATIONS
To verify the effectiveness of the proposed method, simulations were performed using a computer with a 3.2-GHz processor and 4 GB RAM. Some typical circuits [15] with different abstract levels (such as the transistor level, gate level and register transfer level) were used in the experiment. The experimental results for the circuits, such as NAND-2, NOR-2, NOR, C17, Fig. 7 's circuit, a decoder and an adder, were obtained using the proposed method and the Monte Carlo method, and the results are shown in Table 1 . However, the experiments face two obstacles. First, the Monte Carlo method has unbearable time consumption. Second, circuit netlists cannot effectively provide human-readable identities for circuit units, which hinders the verification of the importance ordering results for the circuit units. Thus, an operational strategy is designed to avoid these obstacles as follows. First, identify the most important circuit unit using the proposed method. Second, measure the importance of the circuit unit identified by the first step and the circuit units selected randomly using the Monte Carlo method. Finally, compare the results obtained from the second step. If the importance levels of the circuit units selected randomly are no more than that of the circuit unit identified by the first step, it can be concluded that the results of the proposed method are reasonable based on the random set theory [20] .
To clarify, all primary input signals are in the ideal state and obey the uniform distribution unless otherwise stated. Furthermore, according to the principle of small samples [21] , 10 circuit units are randomly selected to perform in the experiments for the circuits with 10 or more circuit units; otherwise, all circuit units are selected. Table 1 clearly shows that the proposed method and Monte Carlo method have equivalent results. The proposed method runs faster than the Monte Carlo method, but their memory consumptions are similar. The reasons can be analyzed from the following two perspectives.
First is measurement precision. The proposed method calculates the output reliability for each output lead in the circuit based on the weak equivalence principle and the virtual method to guarantee the precision of their output results. In addition, it also measures the importance of the circuit units based on the gradient and barrel theories and the compensation strategy to quantify the base effect and increment effect on the results.
Second is time-space complexity. Using the binarydecimal coding strategy, the output reliabilities in any leads are iteratively calculated in units of circuit units, and the importance of the circuit units is measured at the same time. Thus, similar to the method proposed in [15] , the proposed method also has a small time-space consumption. The importance of the circuit units is also measured by the Monte Carlo method in units of circuit units. Although an optimal sampling policy is performed, multiple samples are also to be considered, and each one had exponential computational complexity to simulate the faults and the input probability distribution for circuits. Furthermore, except for the circuit structure information, only the analogue functions for the current experimental samples reside in the memory. Therefore, the Monte Carlo method has exponential time consumption and linearized memory consumption for the important measurement of circuit units.
The importance ordering for circuit units is affected by the faults of other circuit units on their sensitized paths in the experiment. For example, for the five schemes based on the different fault probabilities of circuit units ps in Fig. 7 circuit (which are presented as follows: Scheme A: p1 = p2 = p3 = p4 = p5 = p6 = p7 = 0; Scheme B: p1 = p2 = p3 = p4 = p5 = p6 = p7 = 0.005; Scheme C: p1 = p2 = 0.02, p3 = p4 = 0.001, p5 = p6 = p7 = 0.02; Scheme D: p1 = p2 = p3 = 0.02, p4 = p5 = p6 = p7 = 0.001; Scheme E: p1 = p2 = p3 = p4 = 0.001, p5 = p6 = p7 = 0.02), the importance ordering for the circuit units was provided using the proposed method, as shown in Fig. 9 , which shows that ε of the circuit units is changed in different schemes, where p i is the fault probability of the circuit unit g i (i = 1, 2, . . . , 7), β 4 = β 5 , and β 1 > β 2 . Fig. 9 shows that the importance ordering of circuit units in Fig. 7 has different results in different schemes. For example, in the ideal case (such as Scheme A), the importance of each circuit unit is identical; when the fault probability of each circuit unit is identical (such as Scheme B), the importance ordering of the circuit units is (g 4 , g 5 ) > g 1 > g 2 > g 7 > g 3 > g 6 ; otherwise (such as Scheme C/D/E), they have other importance orderings. The analysis found that these results are affected by the circuit topology structure (such as Scheme B), the fault conditions of the circuit units themselves (such as Scheme E), and their related circuit units (such as Scheme C/D). Therefore, to accurately quantify the importance of circuit units, both the practical application environment of the circuit and the associated faults among the circuit units should be considered.
Using the results obtained from the proposed method, the important circuit units can be selectively reinforced to significantly improve the circuit reliability at a small cost. For example, in Fig. 7 circuit, when each circuit unit has identical fault probability p = 0.05 (marked as the Basic scheme), the importance ordering of the circuit units is: (g 4 , g 5 ) > g 1 > g 2 > g 7 > g 3 > g 6 . For this scheme, four reinforcement schemes are used to improve the circuit reliability: Scheme F: p1 = p2 = p3 = 0.05, p4 = p5 = 0.01, p6 = p7 = 0.05; Scheme G: p1 = 0.01, p2 = p3 = p4 = p5 = p6 = p7 = 0.05; Scheme H: p1 = 0.01, p2 = p3 = 0.05, p4 = p5 = 0.01, p6 = p7 = 0.05; Scheme I: p1 = p2 = p3 = p4 = p5 = p6 = p7 = 0.01. The improved effects are compared in Fig. 10 .
It can be seen from Fig. 10 that the weakness of Fig. 7 circuit mainly concentrates in g 4 , g 5 and g 7 for the Basic Scheme. Through Scheme F and Scheme G, the circuit reliability is not significantly improved. For example, the output reliability of g 7 remains unchanged in Scheme F; the output reliabilities of g 4 and g 5 yield no obvious improvement in Scheme G. However, in Scheme H and Scheme I, the circuit reliability is significantly improved, and the output reliabilities of g 4 , g 5 and g 7 are evidently improved. These results mainly depend on the reinforcement schemes. For example, Scheme I reinforces all circuit units in Fig. 7 circuit, which could significantly improve the circuit reliability but there is a high cost. Thus, it is not recommended for adoption except in a special application environment. In Scheme H, the first three important circuit units are selected to reinforce, which significantly improves the circuit reliability at a small cost. The reinforcement target in Scheme G is the most important circuit unit g 1 in the sensitized path g 1 → g 7 , which can significantly improve the output reliability of g 7 but does not obviously improve the output reliabilities of g 4 and g 5 in the sensitized paths g 1 → g 3 → g 4 → g 6 and g 2 → g 3 → g 5 → g 6 , respectively. Scheme F has similar results. Therefore, the number of circuit units selected to reinforce in the circuit design depends on the practical requirements.
IV. CONCLUSIONS
To measure the importance of circuit units efficiently, this paper calculates the output reliabilities in any leads using the EPTM model and provides a calculation method for the reliability gradient of circuit units at several abstraction levels. Next, a self-adapted and effective algorithm is proposed to calculate the sensitized path coverage rate for the circuit units with the same reliability gradients to further sort their importance. Combining the two-level metrics and using the sequence comparative method, a dynamic measurement algorithm with small time-space consumption is constructed to measure the importance of circuit units. The theoretical analysis and simulation results on typical circuits show that the proposed method has high calculation accuracy. Further analysis and simulation show that this method has great maneuverability and will play an important role in the design of miniature and highly reliable circuits, which facilitates the operations of blockchains in a reliable hardware environment, thereby enhancing the security and privacy of blockchains. 
